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Question 2. What are the most pressing issues facing
The Biometric Industry as we move into 2010 ?

Our industry is changing as is evidenced by the responses to question 2 this
year.

Three years ago most responses to this question spoke about the need for
Standards and Interoperability and although this is still in the top 5 most
important challenges facing the industry, the most pressing issue facing the
biometric industry is...

EDUCATION
Education, awareness and promotion in an understandable manner.

This need for education was mention by about half of the respondents and they
referenced education focused on:

e Consumers

e Small Businesses

o Politicians

e Special Interest Groups

e General Public

The message to communicate more/better also covered a broad range of needs
and tied in closely to the 2"" 3™ and 4" most mentioned challenges.

Second - "The industry needs to seek new application areas to expand faster
and more broadly into the commercial market.”

Third- “Privacy concerns must be dealt with in an open and frank way. This
includes education around a number of areas especially the need to ensure that
we comply with data security requirements.”
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Forth- “"The need to prove the benefits of biometric solutions especially ROI.”

Education is a two way street. Not only must the industry clearly increase its
presence and educational efforts to address the above, we must also be
listening to the marketplace very carefully to make sure that we are
communicating benefits that satisfy specific needs. That is why so many of the
respondents mentioned the need to seek new applications.

Jim Carlson from IriTech sums it up nicely...

“There are still many identification needs and opportunities for identification based on
biometrics, ranging from the relatively simple to extremely complex, that are not being
served, often due to lack of cost effective and readily implementable solutions. The
biometrics industry still needs to work on understanding and delivering value against
existing real-world problems, bridging the gap between technology and user needs with
cost effective and easily implemented solutions.”

...as does Peter Went from WCC...

“One of the most pressing issues facing the biometric industry is its own self-image. It
needs to go beyond the technology side of the business — the biometrics — and start seeing
itself as part of an identification infrastructure that offers solutions for identification and
authentication both in government-led programs as well as in corporate, enterprise-based

programs.”

...and Bud Yanak from BI1O-key...

Unfortunately this answer is almost identical to the one we provided last year - The
industry as a whole did very little in 2009 to educate corporations and consumers on the
value that biometrics offer. We must become more proactive in promoting the value of
biometrics and dispelling the negative misconceptions and “big brother” fears that still
exist. Our industry MUST become a driving force in educating the marketplace that
biometrics is part of a full and complete security solution that delivers more cost
effective, more accurate and more convenient identification solutions.
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...and Jim Zok from CSC Identity and Privacy Assurance...

“Identity assurance, particularly in support of online transactions is becoming a more
Important aspect of many applications, such as government, financial, and health care.
Biometric technologies can play a role in identity assurance systems, not only as part of
the initial identity proofing process, but also on an ongoing basis for identity
authentication using a wide variety of devices. To obtain the right support for biometric
technologies in such applications, it is important that the statistical nature of the
technology is easily communicated to application developers and providers, and that
biometric technology can be seen in context with other security enablers, such as
cryptographic PKI, smart cards, and tokens.

A further challenge is to demonstrate that biometric technologies can be used to
safeguard a user’s privacy and are not subject to attacks such as spoofing. In this regard,
it is crucial that independent security evaluations continue to demonstrate the robustness
of deployed technologies.

Lastly, for applications other than large-scale government programs, there is a growing
need to analyze the cost-benefit in a meaningful and understandable way. Decisions
regarding biometric deployments need to be supported by sound return on investment
processes that are fully understood and appreciated by decision-making executives.”

...and Catherine H. Stephenson from Accu-Time Systems, Inc...

“There are two main issues we see as very important to address in 2010; non-government
acceptance and privacy, and equipment durability.

There are still some states and some countries that prohibit the capture of fingerprint
information, despite the industry’s efforts to demonstrate that the actual fingerprint is not
being captured but a mathematical representation of the fingerprint is being saved. The
biometric industry has striven to convince users that the algorithm used to create that
mathematical fingerprint representation cannot be reversed in order to recreate a
fingerprint image.

The other issue that needs to be addressed, is the durability of fingerprint sensors. Many
are not suited to a wide variety of uses and were out too soon. We believe the new optical
technologies arriving will solve some of those issues.”

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?

findBIOMETRICS.com YIR 2009 January 11,2010




findBIOMETRICS.com YIR 2009 January 11, 2010 QUESTION 2

Other areas that were high on this list of challenges were:

e The need to integrate with other technologies.

e The global economy leading to funding difficulties and also to future
consolidation in the industry.

e Standards and Interoperability still considered a challenge by many.

e Need to ensure that quality is deliverable to the end users’ expectations
especially on some of the larger deployments.

Here are some selected responses:

Ri chard Ringold of the | EEE Certified

The biometrics market continues to be heavily driven by large government projects and
programs. As we move through 2010, it will be interesting to see how politics, economic
conditions, and the need for improved security and IdM continue to influence the large-
scale projects that provide vitally important opportunities for many industry participants
worldwide. It will also be fascinating to see if the evolving demand for authentication for
mobile transactions can develop into a killer-app scenario enabled by biometrics, or if
other forces can push biometrics deeper into the commercial and consumer sectors.

C. Maxine Most, Principal, Acuity Market Intelligence

e Privacy - for the third year in a row. The industry has yet to proactively engage in
defining the terms, methodologies, and processes for developing privacy-enhancing
biometric applications or even champions the use of biometrics in this context.

e Data acquisition and management for large-scale biometrically enabled solutions. This
includes both technology and process issues particularly those related to human factors.
Biometric data capture - at a solutions level — is a new form of human-machine
interaction that has yet to see the required level of human factors engineering. The
management of this data is also a significant issue as it is yet to be considered “critical
infrastructure” that warrants appropriate levels of security, redundancy, and disaster
recovery.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Bud Yanak, VP Marketing, BIO-key International

Unfortunately this answer is almost identical to the one we provided last year - The
industry as a whole did very little in 2009 to educate corporations and consumers on the
value that biometrics offer. We must become more proactive in promoting the value of
biometrics and dispelling the negative misconceptions and “big brother” fears that still
exist. Our industry MUST become a driving force in educating the marketplace that
biometrics is part of a full and complete security solution that delivers more cost
effective, more accurate and more convenient identification solutions.

Justin R. Miller, Director, International Marketing & Bus. Dev., PeopleKey

Educating consumers about biometric technology and applications remains an important

Issue, even as the demand for biometric solutions continues to grow. When governments
implement large scale biometric programs such as ePassports, for instance, an education

process is necessary in order to help the public understand how biometric solutions work
and the measures that are taken in order to keep the public’s biometric data secure.

The same is true in our segment of the market, biometric attendance and access control.
Customers typically come to us with a lot of questions about privacy, security and the
general advantages that biometric solutions offer. They are often surprised to learn that
biometric access control solutions are far more secure and convenient than card or key-
based systems, or how quickly they can achieve ROI with a biometric time & attendance
system. Resources such as FindBiometrics are an important part of the consumer
education process.

Alexey, Khitrov, CEO, SpeechPro (US-based subsidiary of Speech Technology Center)

Two key trends that we expect in 2010 is the growth in multi-modal biometric solutions
and increased demand for large-scale voice biometrics identification solutions in
government and corporate segments. VVoice segment was trailing behind other biometric
features but we see that the demand for quality voice biometrics is drastically increasing.
On the other hand the quality of algorithms is drastically improving and voice is ready to
be added to the set of key biometric offering.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Grant Wickes, V.P. Marketing, Wasp Barcode Technologies

For us, the most pressing issue continues to be awareness. Business owners need to
understand that biometrics technology works, is affordable, and can be used to improve
productivity at their businesses. We use biometrics to help small business more
efficiently capture employee time and attendance. Case studies demonstrate that many of
our customers achieve payback on their investment in as little as one month. The benefits
are huge and immediate. It’s just a matter of stimulating awareness and driving action in
the small business segment.

Jorg M. Lenz, Manager of Marketing & Public Relations, SOFTPRO

The aspect that may the most underrated one is the need to educate and promote
Biometrics in an understandable manner. Several answers from the Year in Review 2008
related to that matter and they are still valid. SOFTPRO took the headline of the 2008
findBIOMETRICS report, “The most pressing issue is that nothing has changed!”, very
seriously and worked on a lot of channels to offer a better understanding for Biometrics
in general, and dynamic signatures in particular. This will be ongoing homework for
years to come. One of the many initiatives was to launch a website segment that focuses
on the question “What makes your Biometrics solution one I can trust and what’s the
difference to work-around and halfway-solutions?”

Cheryl Wilkinson, Marketing Manager & Jon Busby, Product & Partner Manager,
Human Recognition Systems Ltd

One of the outstanding issues facing the biometric industry today, and moving into 2010,
Is achieving successful user acceptance of new biometric systems. As more private
businesses adopt biometric systems the success criteria will be measured on how quickly
they can achieve ROI.

A key factor will be the ease in which a system can be rolled out to the user group and
become established as standard. Human Recognition Systems places great emphasis on
the ‘people, policy and process’ strategies required to make big and complex biometric
systems successful. In March 2009, our MSecure Biometric Staff Access Scheme at
Manchester Airport was made mandatory for all staff working airside — a first for UK
aviation.
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Clark Nelson, Senior V.P. Sales & Marketing, MorphoTrack

The movement to strengthen E-verify, the employment verification program, with
biometrics. Employment verification programs such as E-Verify need biometrics to be
incorporated as part of the overall solution to prevent fraud and identity theft when
verifying eligibility for employment.

There is a pressing need for more security in identity documents. Fraud perpetrated
with commonly used ID cards can be virtually eliminated by using a combination of
printing technologies and biometrics. Properly implemented, these technologies can
balance ownership, privacy, ease of enrolment, and cost.

The exit portion of the US-Visit program needs to be implemented using biometrics to
accurately verify that the person entering the country on a travel visa actually exits
prior to the expiration of their travel visa.

The need to integrate biometrics into Health IT implementations to properly secure the
information and prevent fraud.

The need to rapidly deploy TWIC readers to secure the nation’s ports. Pilots such as
the Port of Brownsville have proven the efficacy and benefit of TWIC readers in even
the most extreme environmental conditions.

Rapid deployment of these TWIC readers can now proceed to secure our nations ports
and facilities against unauthorized entry.

The need to educate interest groups and politicians who do not understand biometrics
and the value they bring in reducing fraud, increasing security, and protecting, rather
than threatening, the privacy of individual citizens.

The industry is still struggling in some areas to overcome the past sins of “over-selling”
technology. This is particularly true with facial recognition. Exuberance, passion and
belief in technologies are all important, but must be tempered by a better understanding
of real-world needs, requirements, capabilities and value.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Jim Fulton, V.P. Marketing, DigitalPersona, Inc.

Application Availability — Biometric technologies are creeping into solutions across a
broad spectrum of industries, but while certain segments (such as physical access) are
projected to do well in the coming decade, there is yet to be a critical mass of
applications.

Privacy Fears — Biometrics deliver their greatest potential when they can be used as a
form of identification, rather than just one of verification. However, people in many parts
of the Americas and Europe remain concerned about the potential for theft and abuse
when biometric data is stored centrally by governments or businesses.

Dr. Sri Hartati Kurniawan, Chief Technology Officer, RCG Holdings Limited

Proactiveness of industry players in promoting the genuine capabilities of biometrics and
in clearing misconceptions that shadows the technology. This has to be done through
continuous user education and encouraging pilot programs which lead to full-scale
deployments

Integration with other technologies for uses to reap more benefits, such as integration of
physical access control with corporate security and surveillance system, employee
attendance, and human resources applications. Many industries have adopted biometrics
at certain extent to enhance their daily operation.

Therefore in 2010, all biometrics solution providers should seek for breakthroughs in
various application developments. The capabilities of biometrics should be expanded
beyond access control and government applications to reach its fullest potential in
everyday life.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Complete respondent’s submissions to question 2:

Marcus Kim, Assistant Marketing Manager, IDTECK Co., Ltd.
Introducing new devices equipped with new technology is always a big event. We are

expecting to see more of combination of different biometrics such as fingerprint
recognition, face recognition and voice. Although this kind of device already exists in the
present market, they are known to be unstable and still under development. In coming
year, we are expecting to see fully developed multi modals in the market and they are
expected to dominate the market.

Dr. Sri Hartati Kurniawan, Chief Technology Officer, RCG Holdings Limited

e Proactiveness of industry players in promoting the genuine capabilities of biometrics and
inclearing misconceptions that shadows the technology. This has to be done through
continuous user education and encouraging pilot programs which lead to full-scale
deployments

¢ Integration with other technologies for uses to reap more benefits, such as integration of
physical access control with corporate security and surveillance system, employee
attendance, and human resources applications. Many industries have adopted biometrics
at certain extent to enhance their daily operation.

e Therefore in 2010, all biometrics solution providers should seek for breakthroughs in
various application developments. The capabilities of biometrics should be expanded
beyond access control and government applications to reach its fullest potential in
everyday life.

Jim Fulton, V.P. Marketing, DigitalPersona, Inc.

Application Availability — Biometric technologies are creeping into solutions across a
broad spectrum of industries, but while certain segments (such as physical access) are
projected to do well in the coming decade, there is yet to be a critical mass of
applications.

Privacy Fears — Biometrics deliver their greatest potential when they can be used as a
form of identification, rather than just one of verification. However, people in many parts
of the Americas and Europe remain concerned about the potential for theft and abuse
when biometric data is stored centrally by governments or businesses.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Young S. Moon, Executive V.P & CMO, SUPREMA

Again, major issue in 2010 will also be the economic downturn that constraints biometric
industry’s growth & investments. Development of practical technologies and areas of
application would be the keys for our industry to grow under current conditions.

Richard Ringold of the IEEECert i f i ed Bi ometrics Profess

The biometrics market continues to be heavily driven by large government projects and
programs. As we move through 2010, it will be interesting to see how politics, economic
conditions, and the need for improved security and 1dM continue to influence the large-
scale projects that provide vitally important opportunities for many industry participants
worldwide. It will also be fascinating to see if the evolving demand for authentication for
mobile transactions can develop into a killer-app scenario enabled by biometrics, or if
other forces can push biometrics deeper into the commercial and consumer sectors.

Alexey, Khitrov, CEO, SpeechPro (US-based subsidiary of Speech Technology Center)
Two key trends that we expect in 2010 is the growth in multi-modal biometric solutions
and increased demand for large-scale voice biometrics identification solutions in
government and corporate segments. VVoice segment was trailing behind other biometric
features but we see that the demand for quality voice biometrics is drastically increasing.
On the other hand the quality of algorithms is drastically improving and voice is ready to
be added to the set of key biometric offering.

Jay Fry, CEO, & Anne Marie Dunphy, CFO, identiMetrics Inc.

An ongoing difficulty facing the Biometrics Industry is the serious lack of funding from
the investment community. Having the capital to not only survive, but grow is necessary
for an emerging industry where companies are developing markets that didn’t exist a few
short years ago.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Barry Hodge, CEO, SecurLinx

e Economic uncertainty continues to hinder adoption of biometric solutions for the
protection of infrastructure in the private sector.

e Technology continues to be in the hands of small companies and users are large
enterprises. Many looked at the BOSS-U program as a potential solution to this problem
but progress has been very slow.

e The public sector needs to transition from funding research and development to becoming
a customer and an early adopter.

Catherine H. Stephenson, Marketing Coordinator, Accu-Time Systems, Inc.

There are two main issues we see as very important to address in 2010; non-government
acceptance and privacy, and equipment durability.

There are still some states and some countries that prohibit the capture of fingerprint
information, despite the industry’s efforts to demonstrate that the actual fingerprint is not
being captured but a mathematical representation of the fingerprint is being saved. The
biometric industry has striven to convince users that the algorithm used to create that
mathematical fingerprint representation cannot be reversed in order to recreate a
fingerprint image.

The other issue that needs to be addressed, is the durability of fingerprint sensors. Many
are not suited to a wide variety of uses and were out too soon. We believe the new optical
technologies arriving will solve some of those issues.

Cathy Tilton, VP of Standards & Technology, with Cheryl Waldrup, Director of
Global Marketing, Daon

e Improving the security of biometric systems. We need to do a better job as an industry of
addressing potential attacks, including sensor, transmission, and database
vulnerabilities, among others. Further, those acquiring systems need to make security a
priority.

e Scalability. As applications grow and immense national systems are being considered, the
scalability of both systems and matchers in terms of accuracy and throughput/response
will become more of an issue. Testing and analysis in this area is very difficult and has
not yet adequately addressed these issues.

e Standards adoption. Though biometric standards now exist in many areas, widespread
adoption remains elusive, except in a few specific areas. Customers talk about them, but
they are rarely a priority in procurement decisions.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Jim Zok, Director, CSC Identity and Privacy Assurance

¢ Identity assurance, particularly in support of online transactions is becoming a more
Important aspect of many applications, such as government, financial, and health care.
Biometric technologies can play a role in identity assurance systems, not only as part of
the initial identity proofing process, but also on an ongoing basis for identity
authentication using a wide variety of devices. To obtain the right support for biometric
technologies in such applications, it is important that the statistical nature of the
technology is easily communicated to application developers and providers, and that
biometric technology can be seen in context with other security enablers, such as
cryptographic PKI, smart cards, and tokens.

e A further challenge is to demonstrate that biometric technologies can be used to
safeguard a user’s privacy and are not subject to attacks such as spoofing. In this regard,
it is crucial that independent security evaluations continue to demonstrate the robustness
of deployed technologies.

e Lastly, for applications other than large-scale government programs, there is a growing
need to analyze the cost-benefit in a meaningful and understandable way. Decisions
regarding biometric deployments need to be supported by sound return on investment
processes that are fully understood and appreciated by decision-making executives.

James Grau, President and Chief Executive Officer, Cross Match Technologies, Inc.
One of the most pressing issues facing our industry today is maintaining the integrity of
collected biometric data. An individual’s biometric data does not change over time and
remains constant through the lifespan. As such, should a set of biometric data be
compromised in some way, it will remain contaminated permanently. Protecting collected
biometric data from tampering is of paramount importance as we come to rely on
biometrics for identity verification.

John Che, CEO, ZKSoftware
e Make sure 100% people can use biometrics, multi-bio products is the only way to
realize this.

e Standardization is another pressing issue facing in biometric industry

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Rod Azama, Managing Director, The Chancellor Group

e Addressing public concerns about privacy

e [mproved integration of biometrics into security, surveillance, and access control
systems

Better international and coordination of biometrics-related standards

Balancing security and interoperability concerns

Educating the private sector about relevant biometrics applications and capabilities
Addressing spoofing concerns with better countermeasures.

Roger van Diepen, CEO, TBS- Touchless Biometric Systems
e Avoidance of identity theft
e Improvements in sensor quality
e Acceptance of biometrics in the old world

Russ Ryan, VP Marketing, National Biometric Security Project
e Solid performance on existing government deployments
e Accelerated expansion into the commercial sector. While improved interoperability,
scalability and standards development are important to achieving this objective the
critical factor, in my mind, will be how the industry addresses privacy concerns. No
longer can the industry rely on the old canard “hey, biometrics doesn’t invade privacy, it
enhances it!” As described in a panel discussion during Biometrics 2009, privacy is the
800-pound gorilla lurking in the room. For biometrics to become a mainstream
technology in the commercial sector, the industry must develop the methodology to
assure the populace that, should they opt into a biometric- enabled application, their
biometrics will be accurately acquired, safely stored, used only for the purpose for which
they were acquired, that the owner (person from whom the biometric was acquired) can
authorize/control access to the data and that the data will be properly disposed of once the
purpose for which it was acquired no longer exists. | feel that the industry needs to be
more aggressive in facing the issue and take the steps necessary to ensure that, rather than
becoming a “privacy problem.” privacy enhancement becomes a highly positive
differentiator for biometric technology.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Sapna Capoor, Director Corporate Development and Strategy, AGNITO

e To further raise the awareness of business and end-user benefits: Although there
has been progress in raising awareness yet more work needs to be done to highlight
and emphasise the business benefits of biometrics technologies by educating
organizations (governmental and non-governmental) and end-users in how biometrics
can be used as a business advantage and provide enhanced capabilities. This means
stressing the  superior security benefits in addition to ROI (short, mid and long-
term), increased convenience and time-efficiencies.

e An increase in the deployment of credible large-scale biometrics based projects:
An increase in the number of credible reference sites is crucial in the governmental
and non-governmental sectors to gain wider acceptance from industry-led
organizations and end-users.

e A Obigger pushd for i ndus tindugtry-lecerajulatorg g u |
activity is essential in pushing for ‘mandating’ the adoption of biometrics
technologies, in key industry sectors, thus setting the precedence for the importance of
biometrics technology use in governmental and non-governmental sectors.

Scott Coby, CEO, Triad Biometrics LLC

In my opinion, | think the industry and market has not focused strongly enough on
return on security investment. Many companies are willing to accept known security
risks by maintaining obsolete password or token systems and, therefore, are “self
insuring” themselves against such risks. If they recognized the extent of their
exposure to loss, they would probably move to more modern biometric protections.
Getting the market to focus on exposure to loss is a pressing issue that once
accomplished, would lead to greater growth in the biometrics industry.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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C. Maxine Most, Acuity Market Intelligence, Principal

Privacy - for the third year in a row. The industry has yet to proactively engage in
defining the terms, methodologies, and processes for developing privacy-enhancing
biometric applications or even champions the use of biometrics in this context.

Data acquisition and management for large-scale biometrically enabled solutions.
This includes both technology and process issues particularly those related to human
factors. Biometric data capture - at a solutions level — is a new form of human-
machine interaction that has yet to see the required level of human factors
engineering. The management of this data is also a significant issue as it is yet to be
considered “critical infrastructure” that warrants appropriate levels of security,
redundancy, and disaster recovery.

Sergio Rainero, VP Marketing & Sales, Green Bit S.p.A.

Keeping up quality standards especially in the Livescan business. With a growing
market and more opportunities a lot of companies start entering the Livescan market
with HW of uncertain quality and reliability. With AFIS systems becoming more
complex and larger in terms of stored biometric information there should be no doubt
that on the front-end for enrolment and identification only HW satisfying 1QS
standards is used.

Walter Hamilton, Chairman, International Biometric Industry Association

e Challenges related to weak financial performance of core biometric technology
providers will force industry consolidation and lead to business failures of promising
companies.

e Now that there are numerous well-defined biometric standards, the next challenge is
to get customer demand for them which will lead to more wide-spread vendor support.

o Effective integration of multiple biometrics into large scale identification systems like
US-VISIT, FBI Next Generation Identification and military biometric-enabled
intelligence applications.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Izzie Cheung, Marketing, Synochip Corp.

With the development of biometric industry, biometric technology has been
increasingly accepted by consumers and permeates into many aspects of daily life. At
the same time, people will place higher demand on it. Especially the reliability and
stability of biometric character acquisition device is the key problem we have to face
in 2010. And this will require the global biometric vendors’ commitment to resolve it.

Barry Fisher, Vice President, Identification Solutions Division, NEC Corporation
of America
We will continue to face the same challenges in 2010 that we faced in 2009:

e the continued drive towards advancement in multi-modal fusion technologies,
including facial identification.

¢ the continued growth in biometrics for civil applications, which take us one step
closer to commercial use. This will a) drum up sensitivity around “big brother”
concerns by the public and b) create real issues in regards to reconciling
government and private commercial databases and suppressing potentially
increased opportunities for fraud and identity theft.

Jeff Scott, Senior Sales Technical Engineer, Smartmatic

We’re making good progress, but true “plug and play” interoperability isn’t here yet.
Users want to use any device to capture biometrics, from hand-helds to mobile units to
fixed stations, then use a variety of algorithms to translate that image into a template
for matching.

A system that can determine the type of image or data, the quality and the purpose and
run it through one or many backend systems to come up with a ranking of matches in
an almost immediate response should be the industries goal.

Luciano Piovano, VP, Government Intelligence Solutions, Loquendo

Culture, culture, culture. Technology is mature enough for practical applications but
the market still need to understand when and where take profit of it. The primary role
of industry is to propose easy-to-understand easy-to-use biometrics solutions.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Mohammed Murad, Vice President Global Sales and Business Development, Iris ID
Systems Inc.

We need to do a better job in educating the consumer the perception of identity
protection vs privacy invasion. It is to provide protection to one’s ID not intrusion.
This is still a big question in consumer mind. The other major issue is lack of
application integration with biometric solutions.

Dana Wojno, Marketing Manager, Integrated Biometrics

Economic recovery will play a major role in the spread of biometric use within the
commercial sector — demonstrating a strong return on investment will be critical.
Additionally, as biometrics become more widespread, consumer education in regards
to privacy and security concerns will become more and more important.

David Benini, Director of Marketing, Aware Inc.
Developing and promoting standards that are useful, as well as easily understood and
implemented.

Eric Talbot, President, S.1.C Biometrics Inc.
Ruggedized, (use, - sturdy”) simple and efficient products/solutions.

Peter Went, CEO, WCC Smart Search & Match

One of the most pressing issues facing the biometric industry is its own self-image. It
needs to go beyond the technology side of the business — the biometrics — and start
seeing itself as part of an identification infrastructure that offers solutions for
identification and authentication both in government-led programs as well as in
corporate, enterprise-based programs.

Question 2. What are the most pressing issues facing The Biometric Industry as we move into 20107?
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Jon Mooney, G.M., Biometric Solutions, Ingersoll Rand Security Technologies

e When the media untruthfully, or unwittingly, cites privacy and hygiene concerns
against a particular biometrics project, the pressing issue in my view is that the
industry itself does not come to the defense of the company or technology being
maligned. Such attacks hurt all biometrics companies which means that the entire
industry needs to work harder in educating the public making it clear that one-to-one
biometrics has nothing to do with privacy issues and, as long as there are doorknobs,
the hygiene of a biometrics reader is the least of a user’s worries.

¢ Nonetheless, in order to counteract the concerns of hygiene, Schlage Biometric
HandKey and HandPunch readers are available with antimicrobial protection which
inhibits the growth of bacteria, mould and mildew. Silver has long been recognized
for its antimicrobial properties and has been used to combat microbes for many years
in many applications.

¢ In non-high security applications, cost can still be a concern as biometric readers, i.e.,
those wanted in a commercial access control situation , can run from 5X to 20X or
more than that of a simple card reader. However, because they require minimal
operator assistance, businesses and government agencies that use biometrics can save
money by devoting customer service and other personnel to activities rather than
screening individuals requesting access to restricted areas.

Phil Tusa, VP, Biometrics Programs, AOptix Technologies, Inc,

Proven experience in large scale border crossing programs that can serve as models
and references does not exist, as border crossing and immigration control.
Governments with strong interest in advanced solutions, such as the US, UK, EU,
Canada, and Australia are investing very little in research and pilot programs that
would allow the industry to advance faster. Biometric component technology is
progressing quite well, but testing at the integration level is virtually non-existent.
The industry needs to do a better job in convincing government research organizations
to fund and support research and pilot integration projects that can be demonstrators
for end-users and policy makers.
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Grant Wickes, V.P. Marketing, Wasp Barcode Technologies

For us, the most pressing issue continues to be awareness. Business owners need to
understand that biometrics technology works, is affordable, and can be used to
Improve productivity at their businesses. We use biometrics to help small business
more efficiently capture employee time and attendance. Case studies demonstrate that
many of our customers achieve payback on their investment in as little as one month.
The benefits are huge and immediate. It’s just a matter of stimulating awareness and
driving action in the small business segment.

Eric Lee (Li, Ke sheng), Sales Manager -International Div., Hanwang Technology
Co., Ltd.
To improve biometric accuracy and its usability.

Clark Nelson, Senior V.P. Sales & Marketing, MorphoTrack

The movement to strengthen E-verify, the employment verification program, with
biometrics. Employment verification programs such as E-Verify need biometrics to be
incorporated as part of the overall solution to prevent fraud and identity theft when
verifying eligibility for employment.

e There is a pressing need for more security in identity documents. Fraud perpetrated
with commonly used ID cards can be virtually eliminated by using a combination of
printing technologies and biometrics. Properly implemented, these technologies can
balance ownership, privacy, ease of enrolment, and cost.

e The exit portion of the US-Visit program needs to be implemented using biometrics to
accurately verify that the person entering the country on a travel visa actually exits
prior to the expiration of their travel visa.

e The need to integrate biometrics into Health IT implementations to properly secure the
information and prevent fraud.

e The need to rapidly deploy TWIC readers to secure the nation’s ports. Pilots such as
the Port of Brownsville have proven the efficacy and benefit of TWIC readers in even
the most extreme environmental conditions.

e Rapid deployment of these TWIC readers can now proceed to secure our nations ports
and facilities against unauthorized entry.
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Clark Nelson, SeniorV.P.Sal es & Mar ket i ng, Mor phoTr

e The need to educate interest groups and politicians who do not understand biometrics
and the value they bring in reducing fraud, increasing security, and protecting, rather
than threatening, the privacy of individual citizens.

The industry is still struggling in some areas to overcome the past sins of “over-
selling” technology. This is particularly true with facial recognition. Exuberance,
passion and belief in technologies are all important, but must be tempered by a better
understanding of real-world needs, requirements, capabilities and value.

Cheryl Wilkinson, Marketing Manager & Jon Bushy, Product & Partner Manager,
Human Recognition Systems Ltd

One of the outstanding issues facing the biometric industry today, and moving into
2010, is achieving successful user acceptance of new biometric systems. As more
private businesses adopt biometric systems the success criteria will be measured on
how quickly they can achieve ROI.

A key factor will be the ease in which a system can be rolled out to the user group and
become established as standard. Human Recognition Systems places great emphasis
on the ‘people, policy and process’ strategies required to make big and complex
biometric systems successful. In March 2009, our MSecure Biometric Staff Access
Scheme at Manchester Airport was made mandatory for all staff working airside —a
first for UK aviation.

John Mears, Director of Biometric Solutions, Lockheed Martin Corporation
While the field of biometrics has made great strides in the last year, challenges
continue to face the industry as a whole. A main priority for the biometrics industry
should be support for a common set of biometric standards for credentialing and
automated biometric systems—standards that support interoperability between
systems, agencies and users.

Additionally, from a global perspective, there is a need to enable the exchange of
biometric information within and between countries. For example, law enforcement
agencies around the world often share data with each other —standards-based
biometric systems can help facilitate international police cooperation.,
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John Mears, Director of Biometric Solutions, Lockheed Martin Corporation
Cont ' d

As an industry, we must continue to ensure that we develop systems that comply with all
privacy and data security requirements. Security must be tightly woven into the fabric of
all biometric systems—making sure that legitimate access to accurate biometric
information is balanced with safeguards to assure citizen privacy. This issue is of more
concern in light of the trend we see toward more stand-off biometric capture (e.g. face,
iris), sometimes coupled with area surveillance. On the other hand, fears of pandemic
diseases is driving more acceptance of stand-off biometrics, particularly since people feel
less inclined to touch sensors in public places, like border crossings.

Additionally, legislative, regulatory and judicial mandates and policies should be set for
the usage of new biometric modalities. For example, if DNA is to be more widely
accepted and assimilated as a new biometric modality, government policy should guide
its usage.

Phil Scarfo, Senior Vice President, Sales and Marketing, Lumidigm, Inc.

In many cases, Biometrics is still an 80% solution. That is to say, it performs well most of
the time for most of the people but until it is viewed as a 100% solution, successes will be
spotty.

Many large-scale deployments of biometrics (particularly civil and commercial
applications) often confuse forensic certification for performance. What matters most is
performance and not certification especially in non-forensic biometrics applications.

Jane Snipes, Executive Director, Northstar Recruiting

Focusing on Federal Government sales and ignoring the commercial sector. Executives
eye the government's spending predictions of billions and say "we just need a small piece
of that pie"; but in reality, people have celebrated multiple birthdays waiting for
government deals to come to fruition. The sales cycle in the commercial sector,
however, is much shorter and less cumbersome and although the deals may not be as
lucrative in the short run as with the Fed Gov, a little bit steadily certainly can make a lot
over time. There's got to be a happy medium of Federal and Commercial in there
somewhere.
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Jeff Brown, VP of Sales, SecuGen Corporation

Worldwide economic uncertainty. Very large number of industry participants. This is a
sign of industry immaturity. For example, the world does not need scores (of not
hundreds) of different sensor vendors. One wonders when the shakeout will occur.

Jim Carlson, Executive VP, IriTech Inc.

There are still many identification needs and opportunities for identification based on
biometrics, ranging from the relatively simple to extremely complex, that are not being
served, often due to lack of cost effective and readily implementable solutions. The
biometrics industry still needs to work on understanding and delivering value against
existing real-world problems, bridging the gap between technology and user needs with
cost effective and easily implemented solutions.

John Christensen, Biometrics and ldentity Management Account Executive,

Northrop Grumman Corporation

e Cost of large system deployments: The industry is transitioning from small-to-
medium stand-alone point solutions to large-scale interoperable federated identity
systems and commercial applications. Economies of scale need to kick in before large
scale adoption and deployment can fully occur. The scalability, total cost of ownership
and system lifecycle costs play into the affordability of these biometric solutions. Costs
of hardware sensors and software licenses need to be driven down in order to make
large systems affordable. Biometrics technology providers need to provide enterprise
licensing models that break away from traditional per-enrolment or per-template models.

e Interoperability and Information Sharing: Technology solutions for policy,
personal information protection, and privacy issues are required to answer legal, political
and public opinion concerns. Technologies that enforce policy and protect information
from data loss and misuse will empower policy makers to place checks and balances to
alleviate concerns for the potential misuse of the technology. Enabling interoperability
across domains through policy/privacy technologies and through standards and best
industry practices is required to achieve economies of scale and widespread acceptance
and adoption of the technology.
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Jim Miller, Chair & CEO, Imageware Systems, Inc.
¢ Do the slow economy and government budget issues slow the evolution of the industry?

e Given reports of data security breaches, do privacy concerns retard the growth of the
industry?

e Will the new U.S. Administration back biometric initiatives?

James L. Wayman, San Jose State University

e Enhancing the user experience and broadening the scope of people able to use biometrics;

e The above applies focusing on affordance, affordance and affordance; and

e The Mansfield doctrine, “Any training requirement for use of a biometric system is too
much”.

Jorg M. Lenz, Manager of Marketing & Public Relations, SOFTPRO

Economy;

The obvious challenge is the pressure on pricing which we expect to increase. The challenge
for solution providers is to put their smart-solutions in the lime light and to create and
maintain sustainable alliances with solution providers. Besides the “high security level” there
Is an increasing number of trustworthy, highly cost effective solutions. It is very likely that
we will see more market concentration in 2010 with potential exists of some smaller vendors
that are offering one-trick ponies. Especially hardware manufacturers find it difficult to
deliver appropriate forecasts as more and more projects stay in an undefined status. The good
news is: There are likely to be some blue birds around. A lot of SOFTPRO’s income in 2009
was generated out of projects which were not on the radar twelve months ago.

Education: The aspect that may the most underrated one is the need to educate and
promote Biometrics in an understandable manner. Several answers from the Year in
Review 2008 related to that matter and they are still valid. SOFTPRO took the headline of
the 2008 findBIOMETRICS report, “The most pressing issue is that nothing has
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Jorg M. Lenz, Manager of Marketing & Public Relations, SOFTPROc ont ' d

changed!”, very seriously and worked on a lot of channels to offer a better
understanding for Biometrics in general, and dynamic signatures in particular. This
will be ongoing homework for years to come. One of the many initiatives was to
launch a website segment that focuses on the question “What makes your Biometrics
solution one I can trust and what’s the difference to work-around and halfway-
solutions?”
Adoption: The third pressing issue is to support the shift to “pragmatic security”:
For example, Germany, Austria, and Switzerland have been reluctant for a long
while in adapting to use the digitized handwritten signature for authentication
purposes. For a long time several players in the German speaking market tend to
focused on chip-card based authentication methods (= digital signatures) which
should replace handwritten signatures. The authentication for digital signatures is
done with PINs. Although Germany had one of the first laws on digital signatures
in the world back in 1997 (“Signaturgesetz”) the usage of digital signatures
remains low with the exception of a few segments where the German law requires
to use qualified electronic signatures, for example when companies apply for the
deducation of input tax for invoices which they have received electronically. This
interpretation of the European Electronic Signature Directive in German law is
seen as over-regulation by the European Commission and may be changed in the
next years. However, the main hurdle for mass adoption is that chip-card
signatures are seen as complicated and expensive.

Hence the reputation of digital signatures is low and usually connected to a lot of
projects:

P In April 2009 the introduction of electronic health cards in Germany has been
stalled because doctors are refusing to buy the necessary equipment to read them.
For many years politicians and lobbyists have promised the German public that there
will be a “signature card” for everyone, similar to Austria, Belgium or Spain.

P As a matter of fact the usage of the citizen card (“Biirgerkarte”) in Austria is
extremely poor. Only a mere 8.000 users out of several million had chosen to pick a
card with digital certificates allowing them to sign digital. As consequence other
means of authentication — such as dynamic signature recognition — are getting more
and more attention.

P The Savings Bank’s in Spain (where electronic ID cards already have been rolled
out) opted to implement devices to digitize the handwritten signature on a large scale
rather than devices for authentication with the elD-card.
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Dr. Juergen Pampus, VP Sales & Marketing, Cognitec Systems
The economy, overall, has not quite recovered yet and might be also a factor in the

growth of the biometric industry.

Justin R. Miller, Director, International Marketing & Bus. Dev., PeopleKey
Educating consumers about biometric technology and applications remains an
Important issue, even as the demand for biometric solutions continues to grow. When
governments implement large scale biometric programs such as ePassports, for
instance, an education process is necessary in order to help the public understand how
biometric solutions work and the measures that are taken in order to keep the public’s
biometric data secure.

The same is true in our segment of the market, biometric attendance and access
control. Customers typically come to us with a lot of questions about privacy,
security and the general advantages that biometric solutions offer. They are often
surprised to learn that biometric access control solutions are far more secure and
convenient than card or key-based systems, or how quickly they can achieve ROI with
a biometric time & attendance system. Resources such as FindBiometrics are an
important part of the consumer education process.

Ed Schaffner, Executive Vice President, Corvus Integratio, Inc.

e Bridging the wide public acceptance and adoption gap between Government-
mandated implementations and enabling commercial applications,

e Threats of identity theft and identity fraud as the world economy continues to create
challenges globally and those that would attempt the crime become bolder and more
skilled, and

e Adequately protecting biometric applications software, enterprise networks, systems,
and data repositories from internal and external threats of unauthorized access and
fraudulent use.
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Mike Chaudoin, Director, UPEK Inc.

Privacy and Security: While biometrics continues to provide useful solutions for
traditional applications such as law enforcement and civil ID, there are untapped
opportunities for biometrics in commercial and consumer markets. By helping increase
the public’s trust in biometric technology as something that can “enhance” rather than
“threaten” privacy and security, the biometrics industry with other stakeholders can
benefit from open and constructive dialog regarding how to enable the wide-spread use
of biometric technology in ways that strengthen rather than weaken privacy and
security.

Industry Consolidation: The weakening of so many biometric companies during 2009
provides opportunities and challenges for the remaining players. Those in a position of
strength can broaden their market position with well-timed acquisitions or mergers,
positioning them for continued growth. Those with unclear advantages will face
another difficult year.

Standards and Interoperability: While the creation of global biometrics standards has
progressed substantially over the past few years, those standards are still primarily
focused on the government market using legacy technology such as optical
fingerprinting. In the past few years there have been significant advancements in
various biometric sensing and matching technology that dramatically lowers the
cost/size/power of biometric solutions. These advancements enable widespread use of
this technology to help solve ral world issues such as identity theft, securing private
medical data and other large-scale authentication issues. It would help if the
organizations influencing biometric standards would be help accelerating the
acceptance of these biometric advancements into mainstream applications resulting in
better interoperability at lower cost.

Giorgio Alboni, Technical Director/CTO, Biometrika

1 think the market is now too fragmented, and some consolidation around some (good
reputation) companies would be necessary. Some vendors from Asia are proposing low
quality devices claiming that these devices are FBI-compliant (even if they are not): this
could be a problem.
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Lars Lundgren Jr., V.P., Marketing & Sales, Fingerprint Cards AB (FPC)
Better market acceptance in general of the biometric technology:

The biggest competitor to all biometric solutions is still “to do nothing” and work as
you always have Biometric suppliers need to deliver quality and usability according to
customers expectations at an acceptable price.

Many implementations in products, e.g. laptops, are not used due to bad functionality
and no integration with existing company security solutions.

Shira Lotto, Marketing Communications Manager, PerSay Ltd.

Lack of third party, independent market research quantifying the markets size and its
potential growth,

Lack of large scale customer facing deployment of VVoice Biometrics technology in
the Financial Services Vertical

Hector Hoyos, President & CEO, Global Rainmaker, LLC.

Delivering solutions that work will be key to maintaining and growing the momentum
in the Biometrics sector. That requires a deep understanding of the customer needs, a
deep understanding of the realistic constraints of the biometrics systems being
considered, system design by experienced engineers accounting for future scalability
and interoperability with alternate sensors and not just rigid, bespoke solutions, and
finally effective implementations .

Moty Grossman, VP Business Development and Marketing, C-True

Focusing — Governments and Enterprises are puzzled by the variety of biometrics
means and this cause stagnation in their decision making and investments.
Standardization of the different modalities and interfaces.
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Mizan Rahman, CEO & CTO, M2SYS Technology

The industry still faces many of the same issues that it has in previous years. These
include lack of standardization, inadequate awareness about biometric technology and
its usefulness, and contracted economies that limit investment opportunities or
elongate sales cycles.

Paul Schuepp, President & CEO, Animetrics Inc.
Deployment to protect US borders. Still not approved or attaining results good
enough or reliable enough.

Mariel van Tatenhove. VP, Marketing and Business Development, Validity
Sensors, Inc.

The economic slowdown in 2009 has put pressure on pricing and created a push for
lower-end / de-featured products. This further puts pressure on products/components
like fingerprint sensors.

There is a need for continued and increased focus on making users aware of the value
and benefits of fingerprint sensors, namely, password independence, freedom from
memorizing multiple complex passwords across various websites, increased
convenience, and enhanced security. Often, consumers are unaware of the benefits of
fingerprint sensors, or have had a previous bad experience with them. Consumer
education and awareness building is necessary.
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